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An Overview and Approach for Joint Image
Encryption and Compression

Kalyani H. Deshmukh, Dr. Nileshsingh V. Thakur

Abstract— In image processing, to provide security to an image many encryption techniques are available. But most of the Encryption
techniques mask some amount of data to the source image that always increases the size of image. Encryption makes it difficult to
transmit an image through bandwidth constrained channel. To overcome this problem, Image Compression can be applied on the
Encrypted image to reduce its size. This paper presents the analysis and overview of some prominent approaches which are relevant to
the image encryption and compression. It also discusses an approach to perform joint encryption and compression on image. The scope of
implementation for the derived idea exists. Some analytical analysis is also presented from the proposed approach implementation point of

view.

Index Terms— image compression; image encryption; auxiliary image data; Huffman encoding

1 INTRODUCTION

N image processing, use of Image Compression and Encryp-

tion leads in transmitting an image securely and in com-

pressed form through unsecured and low bandwidth chan-
nel. In image processing, for proving security to an image
many encryption techniques are available. But most of the
Encryption techniques mask some amount of data to the
source image that always increases the size of image. Encryp-
tion makes it difficult to transmit an image through band-
width constrain channel. To overcome this problem Image
Compression can be applied on the Encrypted image to reduce
its size. But traditional compression algorithms underperform
for many of the image encryption techniques. Applying the
Hybrid approach increases the computational complexity.
This paper discusses about some methodologies which are
used for performing image Encryption, Image Compression
and Joint Encryption Compression. This literature review is
basically classified into four categories. There are some papers
which focuses on image Compression techniques. Some have
Image Encryption techniques. Some related works are carried
out using joint approach in which Encryption that can be done
prior to Compression or vice versa.

2 MOTIVATION

2.1 Review Stage

In Joint Image Encryption and Compression approach, it is
observed that after applying Encryption the image data size
increases because of some data masking. The masking makes
it difficult to transmit the data though bandwidth constrain
channel. For this a Compression can be applied on the image
data. Or the techniques can be reversely applied i.e. compres-
sion first and the Encryption on image data.

Again after applying both the techniques it is not necessary
that we always get same quality of image at the time of re-
trieving it. At receivers end, data can be lost while retrieving
the original image. These aspects motivate us to study differ-
ent Image Compression, Image Encryption and Hybrid Image
Compression Encryption Techniques.

3 LITERATURE REVIEW

This literature review is basically classified into four catego-
ries. There are some papers which focuses on image Compres-
sion techniques. Some have Image Encryption techniques.
Some related works are carried out using joint approach in
which Encryption that can be done prior to Compression or
vice versa.

3.1 Image Data Encryption prior to Compression

This section focuses on some related work based on joint Im-
age Encryption and Compression approach.

Zhang et al. (2014) [1] gives a method in which compression is
applied on encrypted image using supportive information. It
is used here for retrieving original image from encrypted im-
age. Quantization of encrypted data is obtained by supportive
data parameters. At receivers end it is necessary to transmit
the encrypted image, quantized data, parameters and suppor-
tive data. Decryption can applied on compressed encrypted
data using a secret key at receivers end. Here a ratio-distortion
criterion for selecting the quantization parameter by channel
provider is used. In this method unnecessary use of iterative
reconstruction procedure is avoided. While comparing with
other schemes, here compression performance ratio is consi-
derable with respect to its computational complexity. Johnson
et al. (2004) [2] described that, transmitting information over
an insecure and narrow bandwidth channel leads leaking of
data. An encryption and compression can applied on data by
keeping encryption key hide from compressor. Compressing
encrypted data approach is used for identification of the con-
nection between the stated problem with distribution of
source coding. As the key will be available at decryption end,
compression can be applied on encrypted data using distri-
buted source coding principles. There is wide scope in the
domain of cryptography for the system described here. A
pseudo random key generation can be used here to increase its
complexity.

In some multimedia contents there is a need of processing en-
crypted signals directly to get desired output which requires
both signal processing and cryptography research. Erkin et al.
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(2007) [3] discussed a encrypted signal processing scheme
which tells about cryptographic primitives used in existing
solutions to processing of encrypted signals and its security
needed. For both analyzing multimedia contents analysis and
retrieving and security domains state-of-the-art algorithms are
described. Authors also discussed about challenges and issues
regarding secure signal processing. Jakimoski and Subba-
lakshmi (2007) [4] have described a scheme of image encryp-
tion and lossless image compression for gray-scale, color im-
ages. As an alternative process of directly applying encryption
on the images, here applies encryption algorithm on predic-
tion errors and for cipher text compression distributed source
coding is used. Here advancement on the compression gains
of RGB color images are occurred by applying the correlation
among the planes. Final conclusion for discussed system is
that, it is always advantageous to use encryption on the pre-
diction errors instead of using encryption directly on the im-
age in terms of both lossless compression and computational
cost. In lossless encrypted image compression, at decoder side
for retrieving original image from an encrypted image at it is
necessary to provide side information with the encrypted im-
age. Lazzeretti and Barni (2008) [5] have applied encryption
and compression mechanisms on grey-level and color images
using decompression of images into bit-planes. In this work
authors have given few techniques for compression of en-
crypted images. According to their theoretical results best re-
sult is obtained by transformation of color image into YCbCr
format. Here as to spatial de-correlation, working on the pre-
diction error gives good results, whereas the xor-based algo-
rithm causes the system tends towards lossy compression. By
keeping acceptable quality of reconstructed image there is a
need of removing the lower encrypted bit-planes to decrease
the bit rate. Even if to state-of-the-art compression in the plain
domain is wide, obtained results are considerable. Kumar and
Makur (2008) [6] described a scheme of image encryption and
lossless image compression for gray scale, color images. As an
alternative process of directly applying encryption on the im-
ages, here applies encryption algorithm on prediction errors
and for cipher text compression distributed source coding is
used. By analyzing proposed system compression ratio varies
from 1.5 to 2.5 even though encryption is applied on the im-
ages. The compression gains of RGB color images are occurred
by applying the correlation among the planes are considera-
ble. Final conclusion is that, it is always advantageous to use
encryption on the prediction errors instead of using encryp-
tion directly on the image in terms of both lossless compres-
sion and computational cost. According Liu et al. (2010) [7], a
distributed source coding technique can used for compressing
encrypted image without using data to be compression before
to encryption to reduce the size. In this system, both security
and compression efficiency is considered for getting desired
output. Here stream-cipher based encryption is applied on an
image before compression. Resolution-progressive compres-
sion (RPC) technique is used for an efficient compression of
encrypted image. The technique is used for both inter-frame
and intra-frame correlation. Slepian-Wolf Coding is used for
achieving lossless compression of encrypted sources. MPEG-4
technology is used for compressing audio and visual data
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transmission.

In the mentioned work, Schonberg et al. (2008) [8] described a
skeleton for compressing encrypted media like image and vid-
eo. Considering distributed source coding, it is possible to
compress encrypted data. But for compression there are two
main challenges i.e. first is model development that accepts
primary skeleton and compatible with proposed framework
and second is that because of encoding, the compressors
doesn't recognize what rate to focus on. For overcoming both
challenges before handling video, authors have developed
statistical models for images and compared their results with -
of-the-art motion-compensated lossless video encoder which
requires unencrypted video as input. In the work authors have
developed a protocol for general compression. They have
demonstrated total implementation for encrypted video. Klinc
et al. (2009) [9] gives a system that deals with compression of
encrypted data using block-cipher, like Advanced Encryption
Standard. The data can be feasibly compressed by applying
Slepian-Wolf coding without knowing secret key. Here a con-
cept of chaining modes is used with block cipher establishes a
simple symbol-wise connection between consecutive blocks of
information. The proposed compression technique is used for
protection of encryption scheme. Authors have also shown the
limitations of block cipher when no chaining mode is applied.
The results for proposed work are still away from theoretical
limits. For the future extension of work an improved perfor-
mance is expected with further enhancement in block size.
Kumar and Makur (2009) [11] discussed about difficulties oc-
curred in lossy compression technique for encrypted image
data. The approach is based on compressive sensing metho-
dology. A joint decoding/decryption with some enhanced
pursuit decoding approach for encryption is described here.
The basic pursuit algorithm is modified for enabling joint de-
compression and decryption. Here the compression results are
demonstrated using simulation results. In this paper, basic
pursuit as decoding algorithm and DCT basics are considered
at the time of simulation. The obtained result can be enhanced
using some time efficient greedy algorithms along with some
basics of compressive sensing.

X. Zhang (2011) [12] discussed a methodology for compressing
an encrypted image using lossy compression and iterative
reconstruction. First step for practical scheme is encryption of
original image using pseudo random permutation. Next step
is compression by discarding rough and important data of
coefficient in transformed domain. After having compressed
and permuted data, an iterative updating procedure is used
for retrieving the coefficient values by using spatial correlation
in original image. It reconstructs original image. With different
values of compression parameters, compression ratio and the
quality of reconstructed image differ. In the system only pixel
positions are shuffled not masked with other values. Here se-
curity is weaker than that of standard stream cipher. There is
wide area of improvement as security is concerned. Zhang et
al. (2012) [13] discussed about a scheme of scalable coding for
encrypted images. In encryption pixel values of original image
are masked by modulo-256 addition with pseudorandom
numbers which are generated from a secret key. The en-
crypted data is then decomposed into down sampled sub-
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image and several data sets with a multiple-resolution con-
struction. To reduce data amount, an encoder quantizes sub-
image coefficients of each data set. The data of quantized sub-
image and coefficients are considered as a set of bit streams.
At receivers end, quantized coefficients are used to reconstruct
the original image. Zhou et al. (2014) [15] suggested a highly
efficient image encryption and then compression mechanism
applicable for both lossless and lossy compression. The me-
chanism operates on the basis of the prediction error domain
which is responsible for providing high level security while
transmitting the image via unsecure channel. There is also
demonstration of an arithmetic coding based approach which
can be used for efficient compression of encrypted images. The
compression scheme is a little worse in terms of compression
efficiently as compare with the state-of-the-art lossless/lossy
image coder because it takes unencrypted images as input.
Slepian-Wolf coding is generally used for achieving Lossless
compression of encrypted sources. For images, to improve
compression efficiency we have to consider source dependen-
cy. According to Liu et al. (2010) [17] Slepian-Wolf decoder’s
Markov properties does not work for grayscale images. In the
proposed approach, authors have applied stream-cipher based
encryption algorithm prior to compression. According to their
experiments, the result of coding efficiency and less computa-
tional complexity are considerable. This can be calculated us-
ing resolution progressive compression (RPC). The work can
implement on encrypted videos, in which RCP can be applied
on inter-frame and intra-frame correlation at decoder side.

A stream cipher encryption algorithm in standard format is
applied on image prior to compression. According to Zhou et
al. (2014) [18], the base layer bit stream is produced when they
code a series of non-overlapping patches which are of un-
iformly down-sampled version of the encrypted image. A
learning approach which is off-line in nature can be used to
model the error that occurs from original images patch pixel
sample. It is based on local complexity and the length of the
compressed bit stream relationship. The model leads to adap-
tively selecting pixels greedy strategy which is coded in en-
hancement layer. At decoder end, a multi scale and iterative
technique is for reconstruction of image using all pixel sam-
ples. According to authors the system performs well for state-
of the- arts for both performance and visual quality of output
image at both low and medium region rate. Here Kang et al.
(2013) [19] discussed a scheme of lossy compression using pix-
el-value encrypted images which can be either smooth or tex-
ture-rich images. At the receivers end, bit plane information is
used as auxiliary information for image reconstruction. Total
bit planes transmitted is directly proportional to the quality of
reconstructed image. The system performs is considerable
while comparing with some existing system based on lossy
compression method on pixel value encrypted image. It also
achieves same performance as that of state-of-the-art lossy
compression applies on pixel permutation-based encrypted
images. The system have some advantages like, there is no
need of having computationally intensive iteration and addi-
tional | public orthogonal matrix. The Xinpeng Zhang (2011)
[20] discussed an approach of the lossy compression on en-
crypted image with variable compression ratio. For encrypting
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an image pseudorandom permutation technique is used. At
encryption phase a mechanism of pixel position shuffling is
applied on image without using any masking values. Using
elastic pixel values, compressed data can be produced with the
help of generated coefficients. The approach lags in security
because of weaker encryption technique. The flexible pixel
values can be used to retrieve original data. An approach de-
scribed by Yuen and Wong (2011) [21] used discrete cosine
transformation (DCT) and Secure Hash Algorithm-1 (SHA-1)
for Chaos-based joint image compression and encryption algo-
rithm. SHA-1 Algorithm is used for enhancing diffusion effect
on image pixels. There are two DCT coefficients one is the se-
quence of low-frequency coefficients with secret keys that ge-
nerates a message to take in other sequence composed of high-
frequency coefficients. Here Huffman coding is used for com-
pressing encrypted chains of pixel data. The approach is an
efficient and high sensitive algorithm for both key stream and
the plain-image. Jridi and Alfalou (2010) [22] discussed about
fully pipelined single chip architecture suitable for concurrent
image compression and encryption methodologies real-time
application. Here uses DCT properties for both compression
and encryption on image. For compression, 8-point DCT is
applied on images and then some applied multiplex on some
special points of DCT outputs. For encryption, a random
number is added to DCT coefficients. In the approach, atten-
tion is given on DCT Algorithm. The simulation result gives
high compression ratio. Bourbakis (1997) [23] discussed a frac-
tals efficient image compression-encryption method. The me-
thod is based on principle of family of fractal based languages
(Scan) used for compressing and encrypting images. It is a
context free language that processes nxn 2 dimensional array
data sequentially by shot set of simple algorithms from wide
range of algorithms. For compression Scan method accesses 2
dimension images using arithmetic operation. Region search-
ing coding criterion is used for compression of both color and
gray-level image. Both lossy and lossless compression can be
achieved using Scan method. Encryption of image is directly
obtained from the Scan method. The work can be extended by
performing scanning at grayscale level of pixels rather than
that of bit plane level.

3.2 Image Compression prior to Encryption

For Compression prior to Encryption maximum work is done
on the basis of quardtree decomposition compression [24, 26,
27] mechanism and Slepian-Wolf distributed compression me-
chanism [14].

Grant et al. (2011) [14] derived a rate region for a secure distri-
buted source coding problem. For lossless approach it is al-
ways best to design encryption and compression separately. In
the scheme Slepian-Wolf distributed compression and one-
time pad for encryption is used for transmitting image data
securely with minimal transmission rate. With differs many
multiuser settings, the use of the separation of compression
and encryption is best for this particular case. After having
constructively demonstrated that switching the order of com-
pression and encryption does not gain any performance loss.
Xiaobo et al. (1997) [24] discussed a scheme of image coding in
mobile wireless environment. Here authors have used two
image compression methodologies quardtree decomposition
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method for image in the spatial domain and MSPIHT ap-
proach used for wavelet transform of image decompose in
transmission domain which is the modified version if SPIHT
algorithm. Here lattice quantization is used. A partial encryp-
tion technique is used here that takes benefit of tree structure.
Cheng and Xiaobo (2000) [26] discussed a methodology based
on partial encryption mechanism for image and video. Here
two compression mechanisms are discussed. One is quardtree
compression algorithm for which 13 to 27 % image is en-
crypted and set partitioning in hierarchical trees (SPIHT) algo-
rithm for which only 2% image is encrypted. Use of partial
encryption reduces encryption and decryption time and does
not affect the compression performance. Reaz et al. (2005) [27]
discusses experimentation based on Altera FLEX10K FPGA
device for partial encryption of compressed image. Here ac-
cording to for image compression, linear lossless quardtree
compression algorithm and for Encryption RSA Encryption
algorithm is used. Encryption is applied on critical areas of
image so that processing speed of the system is get increased.
3.3 Image Compression

Candes and Wakin (2008) [10] gives a novel scheme for com-
pressive sampling is discussed which is known as compressed
sampling or CS. In data acquisition compressed sampling goes
against conventional approaches to sampling signals or im-
ages. In compressed sampling authors claim that recovery of
certain signals and images can be done from very less samples
or measurements is possible than that of traditional metho-
dology used for sampling. For making this possible, com-
pressed sampling basically relies on two principles. First is
sparsity which relates signals of concern and second is incohe-
rence which relates to sensing modality. Reichel et al. (2001)
[16] discussed a work based on lossy to lossless image com-
pression with the difference between the integer (IWT) and
infinite precision (DWT). Here a degradation of quality caused
by the use of IWT model is presented, which is based on the
theory that says nonlinear rounding operation can be substi-
tuted by an additive white noise. In this method an equivalent
transfer functions were computed to find the impact of vari-
ous noise sources on the reconstructed pixel. The model uses
white noise for verifying the proposed theory and uses com-
pression system and natural images to check validity of the
theory in real time application domain. Use of MES gives sig-
nificant differences in both IWT and DWT approaches. IWT
shows larger degradation result than that of DWT in small
quantization steps. It concludes that for both a MSE and a vis-
ual quality point of view two transforms are equivalent for
large compression ratios. Wang and Zheng (2013) [28] intro-
duces a new approach of Fractal image compression (FIC), in
which local similar blocks are used for compression. The re-
semblance between two blocks of image is equal to total Pear-
son's correlation coefficient (APCC) value of the blocks. In this
method, first all the blocks are classified to increase probabili-
ty of its correspondence using APCC-based block classifica-
tion method. Then sorting APCCs method is applied on all the
domain blocks and predefined block in each class, and then
searching mechanism is applied for searching matching block
in each domain with preset block by APCC. Authors claim
that the proposed system not only reduces encryption time
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but also maintains quality of image.

Chan et al. (2008) [29] discussed about new lossless image
compression using pixel-wise palette reordering. It is used for
reshaping index map of a color-indexed image’s properties. In
this approach index map of an image is converted into a new
index map which contain record of pixel dependency palette.
New index map shows incredibly less zero-order entropy and
energy. Here authors have used matching coding mechanism
for encoding the resultant index map. Author claims that, in
teams of compression the proposed method shows more effi-
cient results than that of other state-of-art lossless compression
algorithms for color-indexed image. Thakur and Kakde (2007)
[30] discusses an architecture which is based on Pseudo Spiral
Architecture applied on one-plane image. For encoding pur-
pose modified Fractal grey-level image encoding algorithm
(MFCSA) is used on the architecture. This approach optimizes
domain block using local search. Modified Fractal grey level
image coding compression technique is based on block-based
processing technique. Authors claim that there is reduction in
number of plane of color image from three to one. It is always
beneficial to use Pseudo Spiral Architecture instead of tradi-
tional Architecture for processing of image as one dimensional
structure data.

3.4 Image Encryption

Xie et al. (2008) [25] discussed a Cryptosystems is based on
NLM nonlinear mixing model with a strong noise for encryp-
tion and NMF (Nonnegative matrix factorization) for decryp-
tion. Cryptosystem security is based on some factors such as
non invertible multivariable nonlinear function and NMF un-
ilateral process. In this Cryptosystem authors have used multi
time padding. There is no limitation for processing signals
because of no limit on statistical characters of text. Authors
have given considerable simulation results for security in their
Cryptosystem. Li et al. (2008) [31] described a scheme based
on Cryptanalysis of an Image Scrambling without Bandwidth
Expansion using two-dimensional discrete prolate spheroidal
sequences. The applied image scrambling is affected by at-
tacks like cipher text based attack, plaintext attack, chosen-
plaintext attack, or chosen-cipher text attack. Based on the
cryptography analytical results of the system, it is concluded
that this image scrambling scheme is only used for (lossless or
lossy) typical encryption, in place of providing a full protec-
tion of most visual information in the plain-image..

4 CONCLUSION

In this paper we have reviewed different existing Hybrid Im-
age Compression Encryption Techniques along with some
Image Compression and Encryption separately. By consider-
ing all aspects regarding the Hybrid approach there is no such
technique that provides high security to image data and re-
trieves it without any loss simultaneously. We have to com-
promise on lack in one of the aspect. This motivates in devel-
opment of methodology that not only provides security with-
out any data loss but also have less computational complexity.
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